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As the number of applications installed on smartphones continues to grow, the task of effectively managing
location privacy has become increasingly complex. In this paper, we explore the factors that influence users’
privacy-preserving intentions and contrast themwith their actual behaviours. In addition, we compare location
privacy concerns across different apps investigating the impact of app-specific features on the willingness
to disclose location information. Our findings highlight significant challenges in privacy management due
to privacy fatigue and perceived usability. Furthermore, participants raised the importance of more uniform
standards regarding location privacy settings across various applications, calling for more detailed and
interactive well-informed consent processes that highlight the risks instead of the benefits of disclosing
location information. This research contributes important insights towards the development of more effective
privacy settings that can foster increased user engagement in managing location privacy on smartphones.
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1 Introduction
On average, a person now has more than 80 apps installed on their smartphone [11], a significant
increase from the average of 20 apps reported in 2019 among U.S. users [64]. As the number of
applications on a smartphone grows, the risk associated with the indiscriminate installation of
untrustworthy apps becomes more pronounced [43]. In order to mitigate some of these risks,
smartphone operating systems and app developers have introduced various features (e.g., privacy
labels in iOS, the different granularity of privacy controls, nudge notifications, etc) 1 to better inform
users about the type of data collected as well as manage the disclosure of their information. Previous
1Privacy control features for iOS 14 (https://www.apple.com/au/privacy/control/)
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research also indicates a strong correlation between users’ decisions regarding the installation of a
mobile app and their perceptions of the app, which are closely linked to their ability to control the
app’s access to information and its usage of that information [69].

However, managing privacy settings across a growing number of applications remains a complex
challenge. For instance, users may need to navigate and click through multiple layers to modify
certain settings - a convoluted process which can be seen as a barrier to accessibility. For example,
Twitter’s mobile app requires users to navigate five screen levels to toggle content personalization
based on places users have been, a feature that is turned on by default regardless of the current
location access setting on iOS. Furthermore, the use of different terminologies or privacy frameworks
by various apps, and non-compliance of privacy labels on iOS [71] also leads to confusion and a
decreased privacy management intention. This complexity is exacerbated by the fact that privacy
policies are often long and inaccessible [55], hindering users’ ability to effectively manage their
privacy. Thus, as users install more apps, the task of maintaining privacy settings becomes more
burdensome, leading to users experiencing privacy fatigue [15]. Moreover, the variation in users’
privacy literacy [7] and awareness about privacy settings introduces another layer of complexity
to this issue, affecting their ability to navigate and manage their privacy effectively.

Among all types of personal information, location data is notably important due to its potential
to reveal latent details about an individual’s habits, preferences, and lifestyle. For instance, a study
conducted on Pokémon Go, the location-based mobile game, managed to collate users’ movement
patterns and daily routines while playing the game, which was then used to infer the game’s effect
on users’ behaviour [4]. Revealing an individual’s routines together with their location data can
lead to cybercasing - the act of using location data to carry out real-world attacks like theft or
robbery [27]. In addition, previous work presented scenarios where it was possible to find accurate
addresses of anonymous Craigslist users, track a celebrity’s location using Tweets, and determine
a Youtube user’s normal routine from their vacations [27]. This growing use of location-sharing
features on social media platforms has empowered researchers to utilise geotagged data for a
variety of studies, including human mobility, tourist flow analysis, and the observation of collective
behaviours [32, 41, 42]. However, due to the sensitive nature of this information, if accessed by
unauthorised parties or malicious users, it can lead to privacy violations, targeted advertising, and
even more serious consequences, such as stalking or identity theft [13].

A study from 2012 examined how iPhone usersmanage their privacy settings, identifying different
types of users [26]. However, their work did not analyse distinct categories or different levels of
granularity in users’ privacy control. A more recent study, while timely, based its quantification
fully on self-reported settings data [20], lacking objective data on user behaviour. Other studies have
investigated users’ general privacy concerns across different apps [16, 63]. Although online privacy
is a well studied topic, and previous literature have touched on location privacy from different angles,
user perceptions and behaviours regarding location privacy benefits from continuous research in
this area. This is particularly important given that smartphone operating systems, and the number
of mobile apps as well as its use cases are constantly progressing. Therefore, it is pertinent to
conduct in-depth research that focuses on location information privacy from the perspective of both
user behaviour and location privacy expectations with recent location privacy control affordances.
For instance, a significant update occurred with the release of iOS 14 in September 2022. This
version introduced four distinct choices (“Always”, “While Using the App”, “Ask Next Time or
When I share” and “Never”) for app location settings, marking a pivotal change in user control
over privacy [8], which we explored in our study. In addition, we also investigate the variations in
location privacy settings among different app categories using naturalistic data, an aspect that has
not been investigated in previous work.
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In this study, we aim to explore how iPhone users’ manage their location privacy settings on their
smartphones within the context of different app types, with a particular focus on the factors that
impact users’ decisions, and the discrepancy between intention and behaviour. We then provide
an in-depth investigation into users’ location privacy concerns across different apps with varying
degrees of location-based features.

Based on the research gaps identified above, in this work, we focus on two research questions:
• RQ1. What factors influence iOS users’ intentions and actual behaviour in managing location
privacy settings?

• RQ2. What are users’ concerns and perceptions on location privacy between apps that
leverage location information in different ways?

Our study advances the understanding of location privacy management on smartphones by
contrasting users’ privacy preserving intentions and actual behaviours. We highlight the role of
privacy fatigue and usability perceptions in the decisions made by users regarding their location
privacy. By examining users’ location privacy concerns across various apps, we explore the signifi-
cance of platform leadership and privacy-preserving features in shaping user trust and privacy
perceptions, as well as the need for more uniform location privacy settings. Our findings provide
crucial insights for informing the development of more intuitive and effective privacy controls on
smartphones.

2 Related Work
In this section, We start by discussing users’ general online location privacy behaviour and per-
ceptions. We then examine location privacy perceptions in the context of different social media
smartphone app types.

2.1 Online Location Privacy Behaviour and Perceptions
As users become more aware of the importance of safeguarding their personal information, there is
an increasing concern that businesses or governments are not competent in handling this data. The
Pew Research Center [24] reported in 2023 that approximately 71% of Americans were concerned
with the online user data collected by the government, and 77% of Americans did not trust that
social media platforms handles their personal data and privacy responsibly.
According to the Westin index [44], users can be categorised into three groups: privacy fun-

damentalists, those who are highly concerned with user privacy and favour strong public policy
related to privacy rights; privacy pragmatists, those who value the choice of the user in deciding
whether to share personal information; and privacy unconcerned, those who place little or no
value on privacy rights and would willingly provide personal information. Similarly, Fisher et al.
[26] found that iPhone users can be categorised as users who share location access to all apps,
users who permit some apps access, and users who do not share location access with any apps.
However, the study utilised screenshots provided by participants of their system’s Location Services
settings, meaning that the researchers did not have access to privacy settings within the apps. In
another study, researchers found that users’ personal motivation and privacy-related knowledge
were crucial factors in their privacy preserving behaviour [20].

Interestingly, Furini and Tamanini [28] found that users who were initially unconcerned about
privacy had a greater concernwhen theywere exposed to the effortless process of obtaining personal
and sensitive data through geotagged content on Twitter and Instagram as well as locating users in
real time. Through analysing the quarantine app during COVID-19, researchers also gained insights
into location-based apps, such as increasing transparency in the interface to alleviate stress, mental
fatigue, and mistrust among users [70]. Furthermore, although everyday users are increasingly
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more aware of potential privacy threats [31, 72], some users still share location data [56] or other
sensitive personal information when there are tangible benefits [30]. This discrepancy between
user attitude and their actual behaviour is known as the “privacy paradox” – a phenomenon that
has been both confirmed [49, 58, 66, 74] and debunked [17, 73] in previous studies. Additionally, the
sharing of sensitive information could also stem from maladaptive responses of privacy resignation
or helplessness due to the perceived belief that privacy infringement is inevitable [14, 67].

While users can control their privacy settings and modify location sharing permission for each
app, Fawaz et al. [25] found that mobile apps are still able to profile users through embedded
libraries that aggregate location data across different apps. Furthermore, Kollnig et al. [40] found a
widespread issue of apps potentially violating data protection and privacy laws enacted by the US,
UK, and EU. The same study also found that there is no discernible difference in which is better
for user privacy between iOS or Android’s ecosystems. However, Apple’s iOS 14 and newer have
updated privacy features, including the app developer’s self-reported privacy nutrition labels, and
allowing users more granular control over app location data. Comparatively, Android 14 has similar
granular control for apps’ approximate or precise location but lacks features like app tracking
permissions. 2
Thus, Apple’s latest privacy management tools provide us with an opportunity to investigate

users’ current behaviours surrounding location privacy. Additionally, our study further investigates
the “privacy paradox” by understanding how users perceive their online privacy through self-
reporting, and comparing this to their actual location privacy behaviours.

2.2 Location Privacy Across Different App Types
The type of app and its features are important factors in users’ location privacy disclosure behaviours.
Previous work has found that users mainly consider the perceived app value while having lower
concern over privacy in their intention for installing hedonic apps but they contemplate over
the perceived value of an utilitarian app and its privacy concerns [29]. Considering the growth
in popularity of social networks and their location sharing capabilities, existing literature have
contributed to the topic of location privacy by investigating user perception and behaviour on
different social media apps. However, there is a lack of comparative research between distinct social
media app types which have different location information sharing functionalities and capabilities.

Therefore, there is an opportunity to examine and compare user perceptions on different social
media app types in the context of its location information sharing capabilities. Akdim et al. [1]
found that most users consider Instagram as a hedonic app due to being used for entertainment [54]
and its support of users’ psychological needs (e.g. the need to belong) through self-presentation
[59]. Although Instagram is primarily an image-sharing platform, there are ways for users to
share location information. For example, users can geotag their stories or posts, or disclose their
location on their profile bio. Similarly, Twitter is not a Location-Based Social Network (LBSN) as
its features and user relationships are not strictly dependent on location information. Users can
geotag their posts similar to Instagram but with less precision as it can only find locations up to
the neighborhood level. Yet the information users disclose on Twitter can still be used to infer
their tweet locations, mentioned locations, and home locations [75] down to different granularities
like city or geographic region [50]. However, unlike Instagram, most users perceive Twitter as a
platform for procuring and sharing information instead as a fun, entertaining environment [48], to
such an extent that it is categorised under ‘News’ on Apple’s App Store. On the other hand, an
example of a popular LBSN is Yelp. Although the recommendation and review platform does not
require members to display their real name, it is encouraged as they believe pseudonyms might

2Privacy control features for Android 14 (https://www.android.com/intl/en_au/safety/privacy/)
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decrease the credibility of user contributions. Along with direct location sharing through reviews,
check-ins, and geotags, these user-shared information can be further used to infer demographic
attributes (age, gender, occupation) even if it was hidden by the users [46].

Table 1 presents some previous works that have compared at least two different social networking
apps within the context of online privacy [12, 16, 29, 57, 62] and more specifically, location privacy
[28]. However, these literature did not examine user perception and users’ in-app location privacy
behaviour in tandem. Thus, we aim to address the gap in the literature related to users’ concerns
and perceptions on location privacy by providing an in-depth investigation on these factors within
Instagram, Twitter, and Yelp - three apps that utilise location information through various means.

Table 1. Existing literature that attempted to compare different social networking platforms in the context of
online privacy or location privacy

Reference Method of Analysis Apps Analysed App Type
Serafinelli and Cox [62] Netnography, User Inter-

views
Instagram and Blipfoto Both Photo Sharing

Choi and Sung [16] Analytical, Survey Instagram, Snapchat Both Photo Sharing
Rashid and Zaaba [57] App Evaluation Facebook, Twitter, Insta-

gram
Social Network, Microblog, Photo Shar-
ing

Burkholder and Green-
stadt [12]

App Evaluation Amazon, Netflix, Yelp,
OpenTable, TripAdvisor

Online Retailer, Reservation Service,
Video Streaming Service, Recommender
Systems

Furini and Tamanini
[28]

Questionnaire, Behavioural
Study

Twitter, Instagram Microblog, Photo Sharing

Gu et al. [29] Analytical, Imagery Super Racing, Delicacy Game, Information Service

3 Study Design
3.1 Procedure
We deployed an online survey-based experiment, with a specific focus on iPhone users. This choice
was guided by the uniformity of the iOS operating system, which prevents vendors from distributing
customised versions of the system. In addition, Apple has recently made several changes to their
privacy policy which aims to provide users with more autonomy over individual app’s privacy
settings. There are two main tasks in our survey, which we describe next.

3.1.1 Task 1 (RQ1). The aim of this task was to explore the factors, shaping and influencing users’
location disclosure intention and actual behaviour. In order to achieve this, we leveraged several
validated measures that were used in previous studies, the details of which are provided in Appendix
Table 7, Table 9 and Table 8. We summarise these measures below.

• Usage Intention: A dependent variable assessed using three items on a 7-point Likert
scale, evaluating the extent of users’ intentions to use location privacy settings on their
smartphones [2, 47].

• Actual Behaviour: A dependent variable representing the ratio of apps that each participant
denies location information access. Participants were requested to submit screenshots of
their device’s location privacy settings. These screenshots display the level of location access
requested by each app installed by the user. This method has been employed in the previous
work investigating location privacy behaviours of iOS users [26].

• Privacy Fatigue (Burnout general survey): A continuous variable assessed using six items
on a 7-point Likert scale measuring the emotional exhaustion and cynicism users feel towards
managing location privacy settings on smartphones [15, 61].
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• Internet Users’ Information Privacy Concerns (IUIPC): A continuous variable measured
by ten 7-point Likert scale items, gauging user concerns about internet privacy, focusing on
data control, awareness, and collection [39].

• Usability: A continuous variable measured by six 7-point Likert scale items. This construct
relates to users’ perceptions of the usefulness and ease of using location privacy settings on
smartphones [21, 37, 68]. In this context, we utilize the concept of Technology Acceptance
Model, which suggests that two specific beliefs, perceived usefulness, and perceived ease of
use, are crucial in shaping a user’s attitude toward utilizing a technology [3].

• Online Privacy Literacy Scale (OPLIS): A continuous variable measured by twelve single
choice questions. This encompasses knowledge of institutional practices, technical data
protection aspects, data protection laws, and strategies for data protection [52]. All EU-
specific questions were omitted from this measure.

We also asked participants to rate their level of comfort with different app categories acquiring
and using their location information, using a 7-point Likert scale (very uncomfortable to very
comfortable). This data was used to further contrast usage intention with actual behaviour con-
cerning location privacy settings across different app categories. Finally, we requested participants
to elaborate on the reasoning behind their ratings.

3.1.2 Task 2 (RQ2). For Task 2, we aim to conduct a thorough investigation into user attitudes
regarding the disclosure of their location information, location privacy concerns, and their percep-
tions and behaviours related to location-related in-app settings or features across three distinct
applications – Twitter, Instagram, and Yelp.

Table 2. Differences between Instagram, Twitter, and Yelp

App
Name

App Type Main Features Location-based Features

Twitter Microblogging View, post, and share Tweets Tagging location to Tweets
View content based on user’s cur-
rent location

Instagram Photo and Video
Sharing

Post media e.g. photos or ‘reels’ Geotag in stories and posts

Post ‘stories’ that are only viewable for
24 hours

Search for location

View related and/or trending content
Yelp Crowd-sourced Rec-

ommender
Discover businesses Search for businesses in current or

specified locations
Leave reviews for businesses Check-in at businesses or places
Upload photos relevant to the business Receive push notifications about

interesting nearby businesses and
events

Rate businesses & Participate in
location-based forums

App selection criteria: We selected the apps based on the following criteria. First, we selected
apps that have social networking features that are popular, familiar and belong to different app
categories. Twitter is ranked 2𝑛𝑑 in the News category, Instagram holds the 2𝑛𝑑 position in the
Photo & Video category, and Yelp is ranked 17𝑡ℎ in the Food & Drink category. Second, the chosen
apps have distinct location-based functionality and levels of in-app control. The 1𝑠𝑡 ranked apps for
each category were not chosen because Reddit (1𝑠𝑡 in News) lacked location-based features, CapCut
(1𝑠𝑡 in Photo & Video) is a video editor, and Yelp is the top app within the Food & Drink category
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that heavily relies on its location-based features. Table 2 presents the differences as well as relevant
features for these three apps. Both Instagram and Twitter allow you to tag locations in your posts.
They utilise location to tailor the user’s experience on the platform more effectively, and display
advertisements for businesses and services that may be of interest to you. However, the level of
precision varies between the two platforms. Twitter’s location tagging is less precise, allowing tags
only up to the neighbourhood level, while Instagram allows users to mark specific locations like
buildings and restaurants. Yelp also uses location data to personalise the user experience, but in a
different way, namely by sending push notifications about nearby places of interest. In addition,
Yelp uses the location information to provide recommendations when the user is trying to find a
place of interest.
Experimental flow: At the start of Task 2, we asked participants about their location privacy

concerns for the three apps, with three choices of "Concerned", "Somewhat Concerned", or "Not
Concerned". Participants were then asked to elaborate on their choices. This was followed by
location-related questions regarding each of the apps, with the app presentation order being
counterbalanced.
For Twitter we asked participants’ about two specific features related to location services:

“Personalise based on places you’ve been” and “Show content in your current location”. First, we
inquired if participants were aware that these two features were enabled by default on Twitter.
Following this, we sought their preference regarding the default status of this feature, offering
options to keep it on by default, turn it off by default, or do not care. Participants were also asked
to provide the reasoning for their choices.
For Instagram, we explored user opinions regarding the location information guide page. This

page explains three elements: how users can access the location service, how Instagram will use
this information, and how users can control it. Initially, we asked participants to rate the necessity
of displaying this guide page before they grant permission, using a 5-point Likert scale (not at all
necessary to extremely necessary). Following this, we inquired whether they would recommend
that other applications also present a similar location information guide before requesting user
permission, offering options of "Yes", "No", or "Not sure". Additionally, we asked for open-ended
feedback on their thoughts, suggestions, or concerns about the design and content of the location
information guide page.
For Yelp, we focused on users’ perceptions of the “Talk Location” feature, a location-based

function that enables conversations with individuals in the users’ current city. We inquired whether
users had previously used this feature and posed an open-ended question about their motivations
or reasons for using or not using this feature on Yelp, asking them to describe the factors that
influenced their decision.

3.2 Recruitment & Data Processing
We recruited 76 participants from the U.S. (38 M, 38 F) through Prolific, specifically targeting iOS
users. The survey collected the educational qualifications of participants, revealing a diverse range
of backgrounds. The majority held Bachelor’s degrees (31 participants, 40.79%), followed by some
college but no degree (13 participants, 17.11%), Master’s degrees (11 participants, 14.47%), Associate
degrees (9 participants, 11.84%), and high school graduates (including GED) (8 participants, 10.53%).
A smaller proportion possessed doctoral degrees (2 participants, 2.63%) or professional degrees such
as JD or MD (2 participants, 2.63%). Additionally, the survey categorized phone usage patterns, with
most participants spending 3-6 hours (32 participants, 42.11%) or 6-9 hours (18 participants, 23.68%)
on their phones daily, while a smaller percentage reported using their phones for more than 9 hours
(13 participants, 17.11%), 1-3 hours (11 participants, 14.47%), or less than 1 hour (2 participants,
2.63%). The details of participants’ demographics can be found in the appendix (Table 10). We
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ensured that all participants frequently use the three apps specified in Task 2 via the filtering
mechanism on Prolific. Participants were compensated using the payment scheme recommended
by Prolific [22].

To improve data quality, for Task 1, we evaluated the quality of the photos uploaded and excluded
participants who did not follow our instructions (N=12), such as those uploading incomplete or
wrong images. Then, we employed Optical Character Recognition (OCR) technology to convert
images from user-uploaded screenshots into text. Specifically, we used the pytesseract library 3,
which is an implementation of Google’s Tesseract-OCR Engine. Given that the accuracy of OCR
technology can be influenced by factors such as image quality, font style, and layout complexity, we
implemented a dual verification process to enhance data reliability. The OCR-generated data was
independently checked by two researchers to confirm accuracy. Then we labelled all apps based on
their iOS App Store category (e.g., Navigation, Photo & Video, Social Networking).
For Task 2, we excluded one participant for not providing any reasoning for their choices. We

conducted a thematic analysis [18, 65] of the responses to the open-ended questions. We developed
a coding framework aligned with our research objectives, guiding the coding and categorisation of
our qualitative data. After several thorough reviews of the data, we gained a complete understanding
and began the initial coding phase. During this phase, we segmented longer responses into smaller
units whenever they covered multiple themes. Two researchers independently examined the
transcripts, applying multiple rounds of coding to extract and summarise the themes. They then
worked together to address any differences in their coding. When the predefined codes failed to
sufficiently represent the data, we adjusted the coding framework—merging, splitting, modifying,
or introducing new codes for more accurate data representation [45]. Additionally, all authors met
frequently to review the data, discuss notes and discrepancies, and refine emerging themes until a
consensus was reached. Ultimately, we organised the codes into a hierarchical structure of themes
that we then used to present our findings.

4 Results
4.1 RQ1: Contrasting users’ intentions and actual behaviour in managing location

privacy settings
For Task 1, 64 participants provided valid submissions. The total number of app installations was
3,526, and among these, 587 were not granted location permissions. On average, participants had
55.1 (SD = 27.6) installed apps. The maximum number of apps recorded in our dataset for a single
user was 160, and the minimum number was 8. Among these installed apps, there were 1,042 unique
apps.

Coefficient Estimate Std. Error Pr(>|t|)
(Intercept) 4.804 4.275 0.266
Age -0.023 0.028 0.431
Gender[F] 0.532 0.679 0.437
Fatigue -0.149 0.047 0.002**
Usability 0.151 0.060 0.014*
IUIPC 0.222 0.051 <0.001***
OPLIS -0.303 0.195 0.126

Table 3. GLM Model for Usage Intention

Coefficient Estimate Std. Error Pr(>|t|)
(Intercept) 0.176 0.244 0.474
Age -0.001 0.002 0.413
Gender[F] 0.001 0.039 0.981
Fatigue -0.000 0.003 0.882
Usability -0.002 0.003 0.547
IUIPC 0.000 0.003 0.912
OPLIS 0.014 0.011 0.216

Table 4. GLM Model for Actual Behaviour

3https://pypi.org/project/pytesseract/
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Below we present the outcomes of our analysis. We employed a Generalised Linear Model (GLM)
to compare the effects of individual predictors to two dependent variables. The final model for the
usage intention is shown in Table 3, with Conditional 𝑅2 = 0.49.

Our analysis reveals that IUIPC had a significantly positive effect on the intention to use location
privacy settings on smartphones (𝛽 = 0.222, 𝑝 < 0.001, effect size = 0.43). This indicates that
users who are more concerned about their online privacy are also more likely to use these settings.
Conversely, an increase in privacy fatigue negatively affects this intention (𝛽 = −0.149, 𝑝 = 0.002,
effect size = -0.35), suggesting that the more fatigued the users feel about privacy, the less likely
they are to engage with these settings. Furthermore, we also found that the users’ perception of the
usability of the location privacy settings system on their smartphones also positively influences
their intention to use it (𝛽 = 0.151, 𝑝 = 0.014, effect size = 0.27).
However, we did not find any factors that impacted the actual behaviour of the participants

(Table 4).

4.1.1 Privacy Location Settings across Different App Categories. To further contrast participants
usage intention and actual behaviour, we analysed how participants thought about and approached
their location privacy settings for different app categories. We plotted the proportion of different
levels of location permissions of apps in different categories (Figure 1). We excluded app categories
that had fewer than 25 installations from our analysis (e.g., Books and Graphics & Design) due to
inadequate sample size which proved challenging for meaningful analysis.
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Fig. 1. Proportion of Different Levels of Location Information Access by App Category

Participants were the least concerned about their location privacy with regard to the Sports (e.g.,
ESPN, NFL) category, with 91.23% installations opting for access “While Using” the app and 5.26%
allowing access only “When Shared”. The Food & Drink (e.g., Yelp, McDonalds) category also had a
remarkably high rate of participants granting location permissions, with 1.57% “Always”, 86.52%
“While Using” and 6.52% “When Shared”. This is closely followed by the Navigation (e.g., Maps,
GoogleMaps) and Travel (e.g., Uber, Lyft) categories, showing a similar trend with 88.27% and
85.97% respectively in the “While Using” option.
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On the contrary, the News (e.g., Reddit, Twitter) category had 34.88% of participants denying
location access, followed by the Productivity (e.g., Calendar, Reminders) category, where 30.72% of
participants chose to “Never” share their location information. Interestingly, in the Social Network-
ing (e.g., Facebook, Messenger) category, 23.20% of participants do not allow location access.

We found that participants’ self-reported intentions were only partially aligned with their actual
behaviour with regards to how they setup their location privacy settings for different app categories
(Figure 2). For categories such as Food & Drink, Shopping (e.g., Walmart, Target) , and Health &
Fitness (e.g., Sweatcoin, Strava) , participants demonstrated a high tolerance for allowing location
access.
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Fig. 2. Self-Reported Comfort Level of Sharing Location Information for Different App Categories

However, there is also a notable discrepancy between self-reported comfort levels and actual
behaviour. A striking example of this is seen in the Games (e.g., Pokémon GO, Blockudoku) category.
Despite being ranked as the least comfortable in terms of location data access by participants, Games
exhibited a lower rate of access denial compared to categories such as News and Social Networking
apps. Intriguingly, Games also had the highest rate of consistent location access (“Always”) among
all categories. Similarly, News apps, which participants reported as relatively comfortable in terms
of location data access, had the highest rate of access denial in actual usage patterns.
In addition, we employed the Kruskal-Wallis test to determine whether there were statistically

significant differences in the self-reported comfort level across various app categories. Given the
non-parametric nature of the data, the Kruskal-Wallis test was chosen as it does not assume a
normal distribution. The test revealed significant differences among the app categories (𝐻 = 71.82,
𝑝 < 0.001). To further investigate which specific categories differed from each other, Dunn’s
test for multiple comparisons with Bonferroni correction was conducted as a post-hoc analysis.
This analysis pinpointed significant discrepancies between several pairs of categories, the p-value
result is shown in Table 5. For example, the Games and Photo & Video categories show significant
statistical differences when compared with News, Health & Fitness, Shopping, and Food & Drink.
For Social Networking Apps, there exists a significant difference compared to both Shopping and
Food & Drink Apps.

4.1.2 Qualitative Findings. Several participants expressed willingness to share location data with
apps that provide direct, tangible benefits. This is evident in statements like, “For restaurant or
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Table 5. Post-Hoc Pairwise Comparisons Between Application Categories

Photo & Video Social Networking News Health & Fitness Shopping Food & Drink

Games 0.87 0.15 4.66 × 10−6 3.75 × 10−6 6.11 × 10−7 4.82 × 10−11
Photo & Video 1.00 0.04 0.03 0.0095 1.36 × 10−5
Social Networking 0.27 0.24 0.09 3.23 × 10−4
News 1.00 1.00 1.00
Health & Fitness 1.00 1.00
Shopping 1.00

drink recommendations, having your location on so it can recommend you places nearby is a useful
feature” (P2), and “My reasoning is mainly based on convenience and how frequently I use these
apps and services” (P33). Moreover, participants feel more comfortable sharing their location
information with apps that have a clear and practical connection to their physical surroundings, as
one participant stated: “I’m more comfortable with apps that connect me to the physical world” (P4).
This includes apps for news, food and drink, and shopping, which use location data to provide
localised content or services. These responses highlight the perceived value in location tracking
when it enhances the app’s functionality or user experience.

The perceived intent and trustworthiness of the app can also influence a person’s willingness
to share location data. Particularly with apps that do not have a clear need for location data, e.g.,
games and social networking, participants stated “I feel a general dislike towards these types of
companies having access to my information since it feels like they would use that information just to try
to target me in the future. I have no interest in it so I would not feel the most comfortable giving them
my information” (P73). This highlights concerns over safety and the potential misuse of location
data are prominent.

Furthermore, participants expressed discomfort with apps that default to sharing location data.
This is evident in statements such as “For example if I select a picture to share on an app or website
from my phone, on the bottom it defaults to “location on” so I’ve been having to manually uncheck
this option. I don’t really like the default being to share, and would feel better if the default was not
to share location for my photos/video” (P11). This highlights a desire for a more privacy-conscious
default setting and greater control over the decision to share personal data.

4.2 RQ2: Contrasting User Location Privacy Concerns Across Twitter, Instagram, and
Yelp

For Task 2, we analysed a total of 75 valid responses. Initially, we examined the factors influencing
users’ concerns (or lack of concern) about their location privacy across these apps. Subsequently,
we explored users’ perceptions of privacy regarding specific location-related features within the
apps.

4.2.1 Factors that cause Location Privacy Concerns. We found that for Twitter, 20% of participants
were concerned, 22% somewhat concerned, and 58% not concerned about their location privacy,
while for Instagram, 9% were concerned, 51% somewhat concerned, and 40% not concerned. Finally,
regarding Yelp, 11% expressed concern, 36% were somewhat concerned, and 53% showed no concern
regarding location privacy (Table 6).

Interestingly, users’ attitudes towards Twitter were quite polarised, with the highest proportion
of participants among the three apps expressing either high concern or no concern at all. Similarly,
regarding participants’ actual settings, shown in Figure 3, Twitter had the largest percentage
selecting “Never” for location sharing. Conversely, Yelp users predominantly choose “While Using”
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as their preferred setting. Instagram presents a balanced spread across all three choices, indicating
a more varied approach to location sharing among its users.

Table 6. Participants’ Concerns Distribution across Location Privacy on Different Social Media Platforms

Concern Level Twitter Instagram Yelp
Concerned 20% 9% 11%
Somewhat Concerned 22% 51% 36%
Not Concerned 58% 40% 53%

Never When Shared While Using Always
Location Setting
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Fig. 3. System-Level Location Settings for the Three Chosen Apps

Regarding the reasons behind their choices, we conducted a qualitative analysis and categorised
them into themes as depicted in Figure 4. In general, participants were concerned about their
location privacy for the following reasons.

Misuse of Geolocation Data: These participants are concerned about the potential for their location
information to be misused, including the potential advertisers spamming ads based on location and
the possible sharing of their information with third parties without explicit consent. For instance,
one participant expressed unease about the precision of targeted advertising, saying, “It sometimes
feels as if IG (Instagram) knows me too much. If I have a discussion with a friend about a product, the
next ad I am seeing on IG (Instagram) is the product” (P20 × Somewhat Concerned).

General Distrust of Online Information Privacy: This distrust is rooted in a combination of factors,
including previous experiences of data breaches, the opaque nature of data usage policies of major
tech companies, and the perceived inability or unwillingness of these entities to protect user data
effectively. “Instagram is owned by Meta. I feel like I’ve read over the years that Instagram is one
of the worst offenders of collecting user information, so I am definitely somewhat concerned about
location privacy on Instagram” (P36 × Somewhat Concerned).

For Twitter and Instagram specifically, participants concerns revolved around the following issues.
Prevalence of Hacking and Identity Theft: Users are concerned about the risks tied to hacking and

identity theft, a sentiment fuelled by their observations and experiences with these platforms. The
apprehension is not unfounded, as instances of security breaches and unauthorised data access have
been reported, for example, a participant stated “It’s been hacked before, so I’m a little concerned” (P24
× Somewhat Concerned).

Platform Integrity and User Experience: Users worry about the proliferation of bots, fake accounts,
misinformation, and a general degradation of the platform’s community standards. For instance, one
participant expressed “Twitter is full of people that are hateful, bots (people paid to post propaganda,
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especially Russian propaganda, political propaganda in general, etc), has exploded. Separately, my
username is a Russian language word, so that has made my account interesting to hackers, so I try to
give little info there, I turn on settings only as needed for work” (P55 × Concerned).

Twitter YelpInstagram

Misuse of Geolocation Data (e.g,  Spamming ads)

General Distrust of Online Information Privacy

Prevalence of Hacking and Identity Theft

Limited Engagement  and   Selective Sharing 

Trust in in Corporate Data Safeguard

Audience Restriction

Trust Issues with Ownership

 Functional necessity 

Platform Integrity and User Experience (eg: Fake profiles, Bot)
Limited knowledge 
about the company

Check- in Feature RisksOutside scrutiny 

Academic Purposes

Concerned

Not
Concerned

Fig. 4. Factors Influencing User Concerns or Indifference about Location Privacy of the Three Chosen Apps

Specific to Twitter, participants highlighted Trust Issues with Ownership, as a larger number of
responses expressed a lack of trust in Elon Musk and the changes he may have brought to the
platform. Concerns are not just about the potential misuse of personal information but also about
the broader implications of his control over the platform. “Twitter has been in shambles since Elon
Musk took over and I’m concerned over the security of the app” (P24 × Somewhat Concerned).

For Instagram, participants reflected on the impact of Outside Scrutiny, with fear over their ac-
counts being accessed by familiar individuals, such as ex-partners, which amplifies their discomfort
with the idea of being monitored. One participant candidly shared, “I don’t want my ex knowing
what I’m doing” (P34 × Somewhat Concerned). This concern underlines a profound desire for
personal spaces and information to remain private, safeguarded from unwelcome scrutiny.

Finally, for Yelp, participants’ specific concerns originate from two main sources.
Limited Knowledge about the Company: Participants indicated a lack of understanding of Yelp’s

handling of user data, contributing to their worries: “I don’t know much about the company but I
imagine they aren’t honest with their user data” (P59 × Somewhat Concerned).

Check-in Features Risks: While Yelp’s utility for finding restaurants and services is acknowledged,
there’s a nuanced apprehension about the visibility of one’s location data through check-ins and
reviews. Participants stated that they worry about the implications of such visibility, from the
invasion of privacy to potential physical vulnerability. “A lot of my check-ins and reviews on Yelp are
local places so having that kind of information exposed online feels a bit unsafe and I am somewhat
concerned” (P21 × Somewhat Concerned).

4.2.2 Factors that cause Indifference with Location Sharing. On the contrary, some participants have
a more relaxed stance towards privacy concerns on these social media platforms for the following
reasons.
Limited Engagement and Selective Sharing: Many participants expressed a lack of concern for

their privacy due to their selective sharing habits. Their interactions are characterised by a cautious
approach to what they post, focusing on content that does not reveal sensitive details about their
lives. This cautious engagement minimises perceived privacy risks, as they believe that they are not
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providing the platform with data that could be exploited. Supporting this perspective, a participant
stated:“I don’t post a lot of private information” (P13 × Not Concerned).
Trust in Corporate Data Safeguards: This set of participants feels confident in the privacy pro-

tections and security technology and algorithms implemented by large companies. For instance,
a participant stated that “I trust them and believe being such a big company they have the right
technology to protect my info” (P50 × Not Concerned).

Regarding Twitter specifically, some participants mentioned that their use of the platform for
Academic Purposes limits exposure of personal information, naturally reducing privacy worries due
to the professional or educational nature of their posts. On Instagram, participants mentioned that
the option to set accounts to private was identified as a key method for reducing privacy concerns.
This feature restricts access to user content, offering enhanced control over their online presence
and proactively safeguarding their privacy by selectively curating their audience. Finally, for Yelp,
participants raised the point of Functional Necessity, where the use of location services is deemed
important for the app’s perceived utility. Participants accept location sharing as integral to the
experience, enabling them to receive personalised recommendations and discover local businesses.
As one participant mentioned “I am not worried about my location being shared as a general rule.
Sharing is would likely be more beneficial as I can get better recommendations for places near me” (P2
× Not Concerned).

4.2.3 Privacy Perceptions of Specific Location-Related Features.

Twitter: Default Location Feature Activation. Regarding the default activation of location-
based features, the majority of participants were unaware that these settings are enabled from
the outset (Personalise based on places you’ve been feature (Personalisation): 74.7% users were
unaware; Show content in your current location feature (Show): 76.0% users were unaware).
Regarding participant preferences for the default state of these features, only a small proportion
expressed a preference for these features to be enabled by default (Personalisation: 6.7%; Show:
9.3%). They appreciate the personalised experience it offers and believe it enhances their use of the
app and provides content that is relevant to their interests or location, which makes the platform
more engaging and relevant.
However, the majority of users would prefer if these features were turned off by default (Per-

sonalisation: 70.7%; Show: 70.7%). From the qualitative analysis, we identify the reasons for this
preference with the following themes.

User Autonomy and Informed Consent: Participants expressed a desire for autonomy in deciding
whether to activate location-based features, emphasising the need for informed consent. For
instance, one participant stated that “I prefer having informed consent over my information being
shared and personalising based on tracking me” (P11).
Skepticism towards Location-based Personalisation: Some participants were concerned about it

being invasive or unnecessary for the platform experience, favouring a more generic content
experience that respects their privacy over targeted content based on their location. As stated by
one participant: “I don’t want content based on my current location, it feels very invasive” (P18).

Instagram: Location Information Guide/Policy Page. 81.8% of participants — combining
those who deemed it (58.4% choose “Extremely Necessary” and 23.4% “Very Necessary”) — think
it is imperative to present this location information guide page before granting permission. In
addition, a predominant 89.3% advocated for the implementation of a similar location information
guide page across other applications before permission solicitation.
Our qualitative analysis reveals the underlying reasons for this strong preference with the

following themes.
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Appreciation for Transparency and Clarity: Participants appreciated the transparency and clarity
of the information presented. For instance, one participant mentioned, “I like that it shows why they
use it and I like that it shows you how to control it” (P36). Another stated, “It’s clear, open and honest.
This should be a requirement for every app” (P24). These comments underscore the value placed on
straightforward and accessible information about location data usage and management.
Highlight and Detail the Potential Risks: A segment of the participants called for more detailed

information to be provided, particularly regarding data use and privacy. As one participant put it,
“They still use IP address to get general location, I find that to be concerning. I think these things should
be made clearer and more obvious” (P18), indicating a desire for greater transparency about data
collection practices. At the same time, participants also highlighted the need for more information
especially on potential risks of disclosing location information, with statements like: “I don’t like
that it never mentions the potential harms” (P45).
Prioritise Privacy for Default Settings: The preference for more user control was clear, with

suggestions for default settings that prioritise privacy. “It should come as off, then show this to
user” (P65). This indicates a preference towards a proactive approach to user consent, emphasising
the importance of giving users the initial choice about sharing their location data.

Educational Value: The guide’s role in educating users was frequentlymentioned, with participants
recognising its value in making informed decisions. For instance, one participant stated that “The
Location Information Guide page is an asset for people and I think that this educates them on their
location settings, which is really good” (P60). This reflects the positive reception to the guide’s
educational content and presentation style.

More unified experience: Although most participants thought this feature is useful and effective,
one participant raised that “Doing this on an app-by-app basis leads to confusing & conflicting user
experiences. Apple could expand their built-in iOS location prompts to include more information like
this, as well as simplified "opt-out" or "forget my info" buttons and workflows” (P6). This feedback
underscores the importance of consistency and simplicity in user interactions. By uniforming or
centralising the location privacy setting mechanisms, users can benefit from a unified experience
that reduces complexity and enhances understanding.
Interactive privacy policy/guide consent: Enhancing the interactivity of privacy policy consent

can improve user engagement and ensure that users are fully aware of the implications of their
consent decisions. As mentioned by one participant: “I think that they should make the information
easier to see and make you scroll through something before confirming” (P1).

Yelp: Talk Location. Out of 75 users, only 2 reported having used this function previously. The
vast majority have never used it, citing the following reasons.

Use for Specific Purposes Only: Participants view Yelp totally as a tool for finding and reviewing
restaurants, not as a social platform with statements like: “I have no plans of using Yelp as a social
media site. I just use it to look at food and review food from time to time. This feature is purely a social
media feature and I have zero interest in it” (P3). This indicates that the primary use case for Yelp
among these users is to access local business information and reviews, rather than to engage in
social interactions.

Unawareness of Feature Existence: In addition, a significant portion of the participants expressed
that they were not aware of this feature. For example, one participant states that “I have not used it
because I was not aware of this feature” (P49).

Privacy Concerns and Discomfort with Strangers:Many expressed unease at the thought of sharing
personal information with unknown individuals. For example, one participant stated that “I don’t
like sharing stuff about me with strangers in my area” (P11).
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5 Discussion
In this section, we discuss the privacy paradox between users’ intentions and actual behaviours
in managing location privacy on iOS devices. Furthermore, we reflect on users’ privacy concerns
across different types of apps. We synthesise key insights that can be leveraged to improve location
privacy management on smartphones.

5.1 Location Privacy Management Intention and Behaviour
Our study underscores the significant impact of several factors on the usage intention of location
privacy controls. For instance, the continuous exposure to privacy-related decisions and information
overload (i.e., privacy fatigue [15]) can lead to disengagement, posing a challenge for designers
and policymakers. At the same time, the influence of interface usability also highlights the need
for designing user-friendly privacy interfaces that can encourage engagement, particularly among
less tech-savvy users. Unsurprisingly, we also found a positive impact of IUIPC on usage intention,
with participants with greater privacy concerns also stating their intention to actively manage
their privacy settings.

However, the lack of significant factors impacting actual behaviour, as opposed to usage intention,
denotes the presence of the “privacy paradox” phenomenon [66] among our participants, even with
the recent updates and improvements to the iOS privacy management settings. This discrepancy
could be attributed to various factors, such as the complexity of privacy settings, habitual usage
patterns, or a general inertia in altering default settings. Further work is needed to better understand
these factors and cater more precisely to individual user’s needs.
Interestingly, our results also reveal a distinct dichotomy in users’ location privacy concerns

between hedonic and utilitarian apps. Previous research found that users place little weight on
privacy concerns when deciding on hedonic apps [29]. However, our results show that users’
self-reported data demonstrate a significant higher propensity to share location data with utilitarian
apps (e.g., Food & Drink Apps, Shopping Apps and Health & Fitness Apps), perceived as offering
tangible benefits and essential services. This willingness to share stems from the direct utility
these apps provide, enhancing daily tasks and personal efficiency. Conversely, hedonic apps (e.g.,
Games Apps and Photo & Video Apps ), which primarily serve entertainment and social networking
purposes, see more resistance from users in granting location access. This indicates a more deliberate
consideration and awareness by users, who prioritise the utility and perceived essential nature of
utilitarian apps, thus demonstrating a greater willingness to share location data with them.

In addition, previous work has highlighted that mobile gaming apps are the most “data-hungry”,
collecting users’ data through subtle pop-ups and checkboxes to provide it to third parties for
advertising purposes [36]. Similarly, our study’s findings also reveal that, compared to other app
categories, the games category has the highest frequency of users selecting the “Always” option for
actual location settings. This observation in gaming apps raises concerns about the challenge it
poses to the goal of minimising sensitive data access and collection. Furthermore, this practice does
not align with the broader principles of different privacy regulations and frameworks, something
that both policymakers and users should consider.

5.2 Differences in Location Privacy Concerns Across Twitter, Instagram and Yelp
Interestingly, our findings show that there was a higher proportion of participants who had a high
degree of concern (excluding those that were just somewhat concerned) about location privacy
within Twitter when compared to the two other apps we explored. This heightened concern was
attributed to Elon Musk’s ownership of the platform, showing that the leader’s public persona and
actions can profoundly impact user trust. This has ramifications in terms of users’ willingness to
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use location-based features due to their lack of trust in the platform [9, 10]. Simultaneously, Twitter
exhibited the highest proportion of participants unconcerned about privacy among the three apps
analysed. This opposing perspective can be linked to the platform’s usage purposes. For instance,
academic or professional use leads to more curated and carefully selected content, contributing to a
perception of lower risk. This careful curation of profiles and content likely influenced participants’
reduced concern over privacy on the platform.

Moreover, there was notable concern among participants regarding hacking, identity theft, fake
profiles, and bots on Twitter and Instagram but not on Yelp. This discrepancy can be attributed to
the distinct nature of the apps: Twitter and Instagram are primarily viewed as social platforms,
while Yelp is more tailored towards providing recommendations and serving specific needs without
the same level of social engagement found in the other two apps. This finding is inline with recent
work showing a predominant distrust among users towards Facebook and other online social
networks in their ability to safeguard the integrity of their platform, when compared to other types
of apps [23]. Smartphone operation systems should consider allowing for system-wide privacy
settings on particular apps types. This approach could potentially reduce users privacy fatigue [15]
and enable a more simple but still targeted approach to privacy management on smartphones.
Furthermore, 60% of the participants are either concerned or somewhat concerned about their

location privacy on Instagram. Our qualitative findings indicate that this is also partially due
to concerns regarding outside scrutiny, such as that from ex-partners. Instagram allows users
to restrict a post or reel to just close friends by selecting the audience option. However, there
may be instances where a user wishes to post to a broader audience but is currently unable to
prevent that certain individuals see the tagged location. Finally, participants highlighted significant
privacy concerns with Yelp’s check-in feature. Previous work has shown that there is an important
trade-off between user experience and privacy, where features like check-ins, despite their appeal,
pose privacy risks by potentially exposing personal information [38]. This trade-off highlights
the need for further privacy preserving efforts to alleviate users’ concerns, in order to achieve a
balance between appealing features that contribute to community engagement and the protection
of personal privacy.

5.3 Towards Better Location Privacy Management on Smartphones
The inconsistency in privacy settings across different apps presents a challenge for users attempting
to manage their location privacy effectively. The distinct frameworks and terminologies employed
by different platforms can lead to confusion, and a reduced intention of location data control and
management. Consequently, there is a clear need for more uniform privacy settings across apps, as
suggested in our qualitative findings. In view of this, one potential approach to achieving uniform
privacy settings is through the use of privacy management tools or software. These tools are
designed to centralise privacy controls [51], allowing users to set their preferences once and have
them applied across different services.

Another aspect of uniform privacy settings involves the standardisation of privacy controls and
options across different platforms. Previous research indicates that consistency in formatting and
terminology helps consumers in becoming familiar with and comparing practices across privacy
labels [19, 35]. Furthermore, although with multiple benefits, there are notable challenges associated
with the current implementation of privacy labels, such as one one-time setting mechanism for
developers, less motivation for users to take action and different requirements between iOS and
Android [6]. Therefore, to support the effective privacymanagement experience across the platforms,
there is a pressing need to use more common terminology and user interfaces to make it easier for
individuals to understand and manage their privacy preferences. In addition, operating systems
could offer educational content that explain the significance of privacy labels and how to use
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them effectively. Educating users about the implications of data privacy and the tools available to
manage it has the potential to increase their willingness and ability to engage with privacy settings.
From a regulatory perspective, the concept of uniform privacy settings may also relate to efforts to
establish consistent privacy standards across different countries or industries.
Furthermore, several works have explored engaging users with privacy and security notices

through interactive techniques [33, 34]. Our study further emphasises the need for more interactive
privacy consent frameworks. These frameworks are designed to do more than just educate; they
aim to provide users with comprehensive knowledge, enabling a user base that make informed
decisions about their personal data. Also, in line with the result of Schaub et al. [60], our study
shows the demand from users for highlighting potential risks in privacy consent rather than just
benefits, to enhance users’ privacy awareness. Although this approach may sometimes go against
app developers priorities, it can help users manage their personal data effectively through a more
transparent, user-centric consent process.

5.4 Limitations & Future Work
Our work has several limitations. First, our participant sample does not fully encompass the
diversity of user perspectives regarding location privacy on smartphones. Our study focused on
iOS users, which limits the generalisability of our findings to users of other operating systems,
such as Android. The differences in user trust in different OS, user interface design, and privacy
settings options between platforms can lead to varying user experiences and privacy concerns as
well as management strategies. Future studies should aim to include a broader range of participants,
extending beyond iOS users to incorporate those with different operating systems. This would
enable a comparative analysis of privacy management practices across platforms, offering a more
comprehensive view of mobile location privacy concerns. In addition, while we label each app
based on its classification in the iOS App Store, it is important to acknowledge that certain apps
may serve multiple purposes, and publishers have the discretion to select the category under which
they list their apps. This introduces a potential limitation to our study’s task1 Apps category-related
analysis.
Second, for Task 2, we focused on three apps, namely Twitter, Instagram, and Yelp, chosen for

their popularity and distinct location-based features. However, the vast ecosystem of smartphone
applications encompasses a wider range of apps with unique privacy considerations. Consequently,
some of our findings may not be directly applicable to other apps with different functionalities or
privacy policies. Future research should consider a wider array of applications to provide a more
comprehensive understanding of location privacy management. Finally, future work could employ
mixed-methods approaches, such as combining surveys with in-depth interviews, observations,
or log data analysis, which could provide a richer understanding of how users navigate in-app
location privacy settings.

6 Conclusion
In this paper we provide an in-depth investigation of iOS users perspectives on location privacy
management. Our findings indicate that privacy fatigue adversely affects users, while the perceived
usability of the settings interface positively influences their intention to manage their location
privacy. However, we also find a gap between users’ intentions of location privacy management
and their actual behaviours, highlighting the need for more simple and intuitive privacy controls.
We also identify a dichotomy in location privacy concerns between hedonic and utilitarian apps,
highlighting users’ tendency to prioritise the utility and perceived essential services of utilitarian
apps over the entertainment value of hedonic apps when it comes to preserving their location
information.
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In addition, we gathered participants’ opinions on location-related settings across three distinct
apps—Twitter, Instagram, and Yelp. Our findings revealed various reasons for users’ concerns
regarding their location privacy. Some of these reasons include but are not limited to trust issues
with platform ownership, perceived company inability to maintain platform integrity, and outside
scrutiny from other users. We highlight the importance of transparent, centralised, uniform, and
standardised settings across apps to streamline privacy management and alleviate the burden on
users. Overall, our work contributes to the broader effort of improving location privacy management
on smartphones, aiming to increase user engagement with these controls.
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A Appendix

Table 7. Question items for the Usage Intention, Privacy Fatigue and Usability measures

Measures Items References
Usage Intention 1. I intend to continue using the location privacy settings in the smartphone system to manage my privacy in the future. [2, 47]

2. My willingness to utilize the location privacy settings in the smartphone system is high.
3. I plan to continue using the location privacy settings in the smartphone system in the future.

Privacy Fatigue Emotional Exhaustion [15, 61]
1. I feel emotionally drained from managing with location privacy settings on my smartphone.
2. I am tired of online location privacy issues.
3. It is tiresome for me to care about online location privacy.
Cynicism
4. I have become less interested in online location privacy issues.
5. I have become less enthusiastic in protecting personal location information provided to online vendors.
6. I doubt the significance of online location privacy issues more often.

Usability Perceived Usefulness [21, 37, 68]
1. Using the location privacy settings in the iOS system improves the control I have over my personal data.
2. Using the location privacy settings in the iOS system makes managing my privacy less complex.
3. Using the location privacy settings in the iOS system effectively addresses my concerns about location privacy.
Perceived ease of use [5, 53]
4. Finding the location privacy settings from the smartphone system’s homepage is easy for me.
5. I can easily get the location privacy settings in the smartphone system to reflect my preferences.
6. The structure and contents of the smartphone location privacy settings are easy to understand.

Table 8. Question items for the modified IUIPC measure [39]

Constructs Items Question
Control (ctrl) ctrl1 User online privacy is really a matter of consumers’ right to exercise control and autonomy over decisions

about how their information is collected, used, and shared.
ctrl2 User control of personal information lies at the heart of user privacy.
ctrl3 I believe that online privacy is invaded when control is lost or unwillingly reduced as a result of a marketing transaction.

Awareness (awa) awa1 Companies seeking information online should disclose the way the data are collected, processed, and used.
awa2 A good user online privacy policy should have a clear and conspicuous disclosure.
awa3 It is very important to me that I am aware and knowledgeable about how my personal information will be used.

Collection (coll) coll1 It usually bothers me when online companies ask me for personal information.
coll2 When online companies ask me for personal information, I sometimes think twice before providing it.
coll3 It bothers me to give personal information to so many online companies.
coll4 I’m concerned that online companies are collecting too much personal information about me.
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Table 9. Question items for the OPLIS measure [52]

Questions Answer Choices (Correct answer in bold)
1. Social network sites also collect and process information about non-users of the social
network site.

True

False
Don’t know

2. User data that are collected by social network site operators (e.g. Facebook) are deleted
after five years.

True

False
Don’t know

3. Companies combine users’ data traces collected from different websites to create user
profiles

True

False
Don’t know

4. E-mails are commonly passed over several computers before they reach the actual
receiver.

True

False
Don’t know

5. What does the term "browsing history" stand for? ...the URLs of visited websites are stored.
...cookies from visited websites are stored.
...potentially infected websites are stored sepa-
rately.
...different information about the user are stored,
depending on the browser type.

6. What is a "cookie"? A text file that enables websites to recognize
a user when revisiting.
A program to disable data collection from online
operators.
A computer virus that can be transferred after
connecting to a website.
A browser plugin that ensures safe online surfing.

7. What does the term "cache" mean? A buffer memory that accelerates surfing on
the Internet.
A program that specifically collects information
about an Internet user and passes them on to third
parties.
A program, that copies data on an external hard
drive to protect against data theft.
A browser plugin that encrypts data transfer when
surfing online.

8. What is a "firewall"? A fallback system that will protect the com-
puter from unwanted web attacks.
An outdated protection program against computer
viruses.
A browser plugin that ensures safe online surfing.
A new technical development that prevents data
loss in case of a short circuit.

9. Surfing in the private browsing mode can prevent the reconstruction of your surfing
behavior, because no browser information is stored.

True

False
Don’t know

10. Using false names or pseudonyms can make it difficult to identify someone on the
Internet.

True

False
Don’t know

11. Even though It-experts can crack difficult passwords, it is more sensible to use a
combination of letters, numbers and signs as passwords than words, names or simple
combinations of numbers.

True

False
Don’t know

12. In order to prevent the access to personal data, one should use various passwords and
user names for different online applications and change them frequently.

True

False
Don’t know
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Table 10. Participant Data

ID Age Gender Education Phone Usage Per Day

P1 23 F Some college but no degree 3 - 6 hours
P2 21 F Some college but no degree More than 9 hours
P3 50 M Bachelor’s degree 3 - 6 hours
P4 29 M Master’s degree 1 - 3 hours
P5 20 M Some college but no degree 6 - 9 hours
P6 45 M Master’s degree 1 - 3 hours
P7 26 F Bachelor’s degree 3 - 6 hours
P8 23 F Associate degree in college More than 9 hours
P9 28 M Bachelor’s degree 3 - 6 hours
P10 23 M Bachelor’s degree 1 - 3 hours
P11 43 F Some college but no degree More than 9 hours
P12 26 F Some college but no degree 3 - 6 hours
P13 27 F High school graduate 3 - 6 hours
P14 26 M Bachelor’s degree 6 - 9 hours
P15 41 M Bachelor’s degree 3 - 6 hours
P16 28 M Associate degree in college 1 - 3 hours
P17 27 M Bachelor’s degree 3 - 6 hours
P18 48 F Some college but no degree More than 9 hours
P19 30 F Bachelor’s degree 6 - 9 hours
P20 31 F Master’s degree 3 - 6 hours
P21 26 M Bachelor’s degree 6 - 9 hours
P22 36 F Associate degree in college 1 - 3 hours
P23 40 M High school graduate 3 - 6 hours
P24 37 M Associate degree in college 3 - 6 hours
P25 40 F Doctoral degree 3 - 6 hours
P26 47 M Bachelor’s degree 3 - 6 hours
P27 34 F Master’s degree 3 - 6 hours
P28 24 F Some college but no degree 1 - 3 hours
P29 35 M Bachelor’s degree 6 - 9 hours
P30 32 M Bachelor’s degree 1 - 3 hours
P31 64 F Master’s degree 3 - 6 hours
P32 33 F High school graduate 6 - 9 hours
P33 25 F Bachelor’s degree More than 9 hours
P34 30 F High school graduate 3 - 6 hours
P35 49 M Bachelor’s degree 3 - 6 hours
P36 41 M Bachelor’s degree 6 - 9 hours
P37 28 M Professional degree (JD, MD) 1 - 3 hours
P38 19 M Some college but no degree 3 - 6 hours

ID Age Gender Education Phone Usage Per Day

P39 29 M Bachelor’s degree 1 - 3 hours
P40 51 F Bachelor’s degree 1 - 3 hours
P41 42 M Bachelor’s degree 3 - 6 hours
P42 36 F Associate degree in college More than 9 hours
P43 35 F Professional degree (JD, MD) More than 9 hours
P44 34 M Associate degree in college 6 - 9 hours
P45 42 M Bachelor’s degree 3 - 6 hours
P46 60 F Master’s degree Less than 1 hour
P47 28 F High school graduate 6 - 9 hours
P48 37 F Master’s degree 3 - 6 hours
P49 24 M Some college but no degree More than 9 hours
P50 38 M Master’s degree 3 - 6 hours
P51 43 M Master’s degree 3 - 6 hours
P52 31 F Bachelor’s degree 3 - 6 hours
P53 34 M Master’s degree 3 - 6 hours
P54 23 F Bachelor’s degree 6 - 9 hours
P55 55 F Bachelor’s degree Less than 1 hour
P56 51 F Master’s degree More than 9 hours
P57 33 M Bachelor’s degree More than 9 hours
P58 49 F Bachelor’s degree 6 - 9 hours
P59 27 M Some college but no degree 3 - 6 hours
P60 39 M Bachelor’s degree 3 - 6 hours
P61 18 F Some college but no degree 6 - 9 hours
P62 31 F Associate degree in college 6 - 9 hours
P63 25 F Bachelor’s degree 3 - 6 hours
P64 22 M High school graduate 3 - 6 hours
P65 35 M Doctoral degree 3 - 6 hours
P66 20 F Some college but no degree 6 - 9 hours
P67 34 F Bachelor’s degree 6 - 9 hours
P68 22 M High school graduate 6 - 9 hours
P69 29 M Some college but no degree 3 - 6 hours
P70 86 M Bachelor’s degree More than 9 hours
P71 24 F Bachelor’s degree More than 9 hours
P72 27 M Associate degree in college 6 - 9 hours
P73 23 F Bachelor’s degree 6 - 9 hours
P74 39 M Bachelor’s degree More than 9 hours
P75 43 M High school graduate 1 - 3 hours
P76 31 M Associate degree in college 3 - 6 hours
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